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	1. 0
Top 10 Cyber  Security risks - Board Presentation of
a Manufacturing Company
CISO role – Yusuf Hashmi
Moderator and Managing Director – Rajiv Nandwani
Finance Director – Kumar Ravi
Independent Director – Ashish Khanna
Chief Risk Officer – Kuldeep Kaushal
 


	2. 1
Top 10 Cyber  Security risks
1. Insider Threats
2. Cloud Security and posture management
3. Ransomware Attack
4. Third Party risk
5. Data security
6. Phishing attacks
7. Credential theft
8. Supply chain attacks
9. Risk of Hybrid working
10. Artificial Intelligence based attacks
 


	3. 2
Insider Threats
What are  Insider threats:
- Threats emanating from employees and third party consultants
Exposer : Intentionally or unintentionally leak or compromise of data
Requirements for risk mitigation
1. Data classification – 75% completed
2. DLP implementation – 100% completed
3. Phishing simulations – Ongoing - Quarterly
4. Role based access control – PAM – 100%, Other access – 50% completed – to be
completed by 2023
5. Real time monitoring – Outsourced SOC
6. Employees training – Ongoing – Monthly trainings
 


	4. 3
Cloud security
Currently using:
-  AWS; O365
Posture management and data security
Current Status:
1. O365 security E5 for all employees including third party consultants – 100%
2. MDM implementation – 75% completed – complete 100% by 30th
Nov '23
3. Conditional access implementation – 100%
4. Phishing simulations – currently 12% defaulters – Implementing process for stricter action
with HR
5. AWS configuration review via cloud watch to achieve 85% compliance
 


	5. 4
Ransomware Attack
Reduce attack  surface and Identity Protection:
Privilege access management control
Geo fencing of remote access
Current Posture:
- User Awareness – Ongoing - monthly
- Phishing simulation – Ongoing - monthly
- SPAM filtering on gateway and mailbox - Daily
- Implemented control set i.e. tested Incident Plan - Annually
- Ransomware play book – available with all stakeholders
- IT DR tabletop exercise - Notify Stakeholders, Assess Data Impact, Engage IT and Security
Team & Restore from Backup – Semi-annual exercise
Improvement:
- Identity protection solution to be implemented – estimated cost – 30K USD
 


	6. 5
Third Party risk
1.  Third Party risk
What are risks arising from third parties
Vulnerabilities arising from company critical data shared with external vendors, partners and
suppliers that may not be used securely.
Impact :
Can lead to a major data breach
Current Posture:
- Vendor Risk Assessment - Ongoing
- Contractual Security assessments - Ongoing
- Vendor risks monitoring - Ongoing
 


	7. 6
Data security
1. Third  Party risk
What risks are there
Unauthorized access acquisition or exposure of sensitive information
Impact
Legal cases
Reputational and financial losses
Regulatory compliance related civil and criminal liabilities
Current Posture:
Encryption of data at rest and data in motion
Access controls
Data Leakage Prevention
Incident response plan
Improvement:
- Data monitoring solution – 50K USD
 


	8. 7
Next 5 Risks
1.  Phishing attacks
2. Credential theft
3. Supply chain attacks
4. Risk of Hybrid working
5. Artificial Intelligence based attacks
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